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Filtering the Internet: 

The Children's Internet Protection Act 


by Mirtha M McCarthy 

Accompanying the explosive growth of the I nternet have been con- 
cerns about protecting children from viewing pornographic and other 
harmful images through cyberspace. In the past few years, Congress has 
passed several acts to censor Internet sites available to children, but only 
the Children's Internet Protection Act (CIPA) has received Supreme 
Court endorsement to date.i 

CIPA focuses on the recipients of Internet transmissions, unlike ear- 
lier measures that placed criminal penalties on those transmitting porno- 
graphic or sexually explicit materials to minors.^ Signed into law in 
2001, CIPA requires public libraries and school districts receiving feder- 
al technology funds to enact Internet safety policies that protect chil- 
dren from access to obscene or pornographic images or other visual 
depictions harmful to minors.^ In short, public libraries and schools 
must Install filtering software on their computers as a condition of 
receiving the federal subsidies. CIPA does not specify which filters must 
be used and stipulates that the filters can be disabled in certain situa- 
tions for adult patrons. Under the law, local communities have latitude to 
decide w hat materials are inappropriate for minors, and the federal gov- 
ernment cannot Impose national standards In this regard. 

In a six-to-three ruling that reversed the court below, the Supreme 
Court rejected the facial challenge to CIPA in United Sates v. American 
Libmiy Association^ Chief justice Rehnquist stated for the Court plu- 
rality that Congress has wide latitude to attach conditions to the receipt 
of federal aid, as long as the conditions are consistent with public policy 
objectives. Recognizing that Congress cannot induce recipients of fed- 
eral aid to engage in unconstitutional activities, the plurality concluded 
that libraries do not violate the First Amendment by using the filtering 
software required by CIPA. The Court agreed with the government that 
since public libraries do not have pornographic movies and magazines 
on their shelves, they should not have to offer patrons access to pornog- 
raphy via library computers. 
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The Court also distinguished CIPA from earlier provisions, empha- 
sizing that Congress is not imposing criminal penalties under CIPA but 
Is merely conditioning the receipt of certain federal funds on adopting a 
policy of Internet safety for minors that includes blocking measures. The 
plurality found that the federal government's refusal to fund an activity 
differed significantly from the Imposition of criminal sanctions for 
engaging in the activity^ 

The Court concluded that a library does not acquire Internet termi- 
nals to provide a forum for Web publishers to express themselves, any 
more than It purchases books to provide a forum for the books' authors.® 
The plurality reasoned that the library's primary concern is not to 
encourage the expression of diverse views, but rather "to facilitate 
research, learning, and recreational pursuits by furnishing materials of 
requisite and appropriate quality.''^ The Court considered It irrelevant 
that the library reviews every book it makes available but does not 
review all websites; mere provision of Internet access does not create a 
public forum for expression. With no public forum at issue, the Court 
reasoned that Congress did not have to pursue alternatives that are less 
restrictive than filtering software. It even questioned whether less- 
restrictive options were available, because It Is not practical to have 
librarians police all computer monitors, and moving computers to more 
secluded areas where others could not inadvertently see the monitors 
might actually increase pornography viewing. 

The plurality reasoned that the ease of disabling the blocking appa- 
ratus for individual adult viewers adequately addressed legitimate con- 
cerns about filters screening out some constitutionally protected speech. 
CIPA indicates that the filters can be disabled for adults for bona fide 
research and other lawful purposes, but during the Supreme Court oral 
arguments the U.S. Solicitor General conceded that the law would allow 
adults to ask for filters to be disabled without specifying such purposes.® 

Justices Stevens, Souter, and Ginsburg dissented in this case, con- 
tending that the law went too far in restricting access to Internet mate- 
rials, because some of the blocked materials represent protected speech, 
justices Souter and Ginsburg strongly disagreed with the plurality's con- 
clusion that libraries themselves could impose these content-based 
restrictions on materials accessible to adults without violating the First 
Amendment. They distinguished selection decisions from censorship 
decisions, arguing that the latter should be subjected to the highest level 
of judicial scrutiny. 

Impact on Public Schools 

Because only a small portion of schools used Internet filters prior to 
the enactment of CIPA, this law and the Supreme Court's decision 
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upholding it affect public schools nationwide. Given the Court's rejection 
of a facial challenge to the public library component of CIPA, it is quite 
unlikely that a successful challenge to the public school portion of the 
law could be mounted. Courts have recognized restrictions on the rights 
of children that would not be allowed for adults and traditionally have 
found broader First Amendment rights to access to information in public 
libraries than in public schools.^ In the one Supreme Court decision 
addressing censorship in a public school library, Boand ofWucxition v. 
Pico, clear guidance was not provided on the First Amendment issues. 

In this 1982 ruling, the plurality affirmed the appellate court’s remand of 
the case for trial because of irregularities in the procedures the school 
board used in removing library books and unresolved factual questions 
regarding the school board's motivation for the censorship. But even the 
three justices who would have recognized a protected right for students 
to receive information noted the broad authority of school boards to 
remove materials considered vulgar or educationally unsuitable.^ 

In more recent rulings the Supreme Court strengthened the broad 
discretion of public school personnel to curtail students' lewd and vul- 
gar expression and to censor expression in school -related activities for 
pedagogical reasons. 12 Therefore, it seems within the school's authority 
to adopt filtering software for school computers, and indeed, most par- 
ents expect schools to shield their children from viewing obscene or 
sexually explicit materials. 

Nonetheless, legislation and litigation pertaining to Internet censor- 
ship in schools are especially sensitive because of the tension between 
safeguarding the free exchange of ideas and protecting children from 
harmful materials via the Internet, both of which are valid governmental 
interests. Critics of the Supreme Court’s recent decision are primarily 
concerned that Internet filters block a considerable amount of speech 
that is protected, including some political expression. Even though 
CIPA prohibits federal agencies from interfering with the process used 
in local communities to determine what materials are inappropriate for 
minors, most schools and libraries are complying with CIPA by purchas- 
ing filtering software from a few major companies. Since software com- 
panies actually are making the censorship determinations, the decisions 
may not conform to local norms as much as envisioned. 

Public schools are being cautioned about buying filtering systems 
from organizations connected to any ideological or religious groups or 
from firms that will not reveal the criteria used to block sites.i^ Once 
specific filters are selected, school personnel should strive to avoid mis- 
understandings by providing students and their parents with the criteria 
used in blocking sites. Of course, schools and libraries can refuse to 
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install any filters at all if they are willing to forgo the federal subsidies, 
but few will select this option. 

Although the facial challenge to CIPA failed, the possibility remains 
that a challenge to a specific apfiioation of the law could be successful. 
Since the law authorizes, but does not require, librarians to unblock sites 
upon the request of adult patrons, if a particular library cannot unblock 
websites or disable the filter (or the process is quite laborious), a legiti- 
mate First Amendment challenge to the application of CIPA might be 
mounted. IS Another possible challenge to the law’s application might 
include allegations that, because the companies that produce I nternet fil- 
ters decide what materials will be blocked, public school boards are 
unlawfully delegating their authority to determine the curriculum. 
Students also might assert that their protected expression is being cen- 
sored by the software filters. Increasingly, students are creating their 
own web pages where they post material of interest to them, and if fil- 
ters overblock student expression that is not vulgar or disruptive, stu- 
dents might have a valid First Amendment claim. 

In light of CIPA’s requirements, students may be able to receive some 
Internet messages from classmates through their home computers, but 
not have access to the messages at school. Thus, one result of CIPA might 
be the creation of a disadvantaged class of students denied access to cer- 
tain materials because they do not have computers at home. Even so, 
those students are not likely to succeed in asserting that CIPA violates 
equal protection rights or parental rights to direct the upbringing of 
their children, given the overriding interest in shielding children from 
viewing harmful materials on the Internet at school. 

The Supreme Court's endorsement of CIPA, although clearly a vic- 
tory for groups trying to shield children from cyberspace pornography, 
does not resolve all the legal issues. Challenges involving the Internet 
seem destined to increase, and the Supreme Court recently agreed to 
review a case involving another federal law that imposes penalties on 
creators or transmitters of indecent Internet materials for commercial 
purposes if the materials are known to be accessible to minors.i^ The 
legal questions go beyond concerns about freedom of speech and the 
protection of minors; there also are significant privacy concerns related 
to the increasing ease of cyberspace access to personal information 
about individuals.2o Undoubtedly, courts will continue to be confronted 
with complicated legal issues pertaining to sending and receiving trans- 
missions via the Internet, and this is an area of law that school personnel 
should carefully watch. 


Martha M MrCarthy is Charicdlor Professor iri the School ofWuoation, 
Indiana Univeraty, Bloomington, Indiana. 
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